
 
 

 
 
Traditional On-Premise Networks 
 
Data centers have applications inside them. 
Data centers are connected to each other with Fiber (when required) 
Data centers are connected to the corporate environment using VPN and WAN 
You can provide internet access to the data centers when required (with proper security) 
 

 
 
  



Traditional On-Prem Network with Internet Access 
 

 
 
Similar network model implementation on AWS Platform 

Data center concept is replaced with VPC 
VPCs are connected with VPC Peering 
AWS Direct connect and VPN/VPG are used to connect to on-premise. 
 

 
 
  



VPC, Region, Availability Zones, Subnet, Elastic Computing (EC2) Cloud 
 Deploy your VPCs/Data Centers in one of 18 Regions of AWS (Do not confuse, Regions and 

Availability Zones) 
 Then use Availability zones for High Availability and Disaster Recovery. Availability Zones are 

independent of each other 
 Create subnets inside Availability zones 
 Inside subnets create/place your EC2 instances 
 EC2 = Virtual Servers 

 

 
 
Steps to Connect VPCs to the Internet 

 
  



 
 
IP Address Range that we will use in this example 
Classless Inter-Domain Routing.: CIDR 
16 bit is the network address 
 

 
 

 
 
  



How to choose an IP Address Range 
Use a long range (16 bit network address), and avoid overlap with other networks that you might want 
to connect to 

 
 
How to assign IPv6 IP address range 
Configure to use IPV6. However, you do not need to manually assign. IPv6 will be assigned 
automatically. 
Subnet mask in the image 56 bit 
The EC2 instance will communicate using IPv4 or IPV6 address depending on the env. 
 

 
  



 

 
 
Availability zones in a Region 

 
 
Subnets and Availability Zones with IP address Ranges 
Note: 24 bit mask. Networks:  172.31.0, 172.31.1, 172.31.2 
 

 
  



 
Extend IP address range or 
Extend to an additional Availability Zones 
 
Problem Case: 

 
 
Solution: 
Go to VPC and ask for another CIDR range. Use the new CIDR range in the new Availability zone. 
 

 



 
Start big such as /16 VPC address range 
 

 
 

 
  



Main Route Table 
Traffic destined for any VPC IP range will stay inside that VPC.  
When destination is outside, the packets will drop. 
To send packets to outside, we need to create an Internet Gateway.  
And then create another route table entry here 
 

 
Igw in the image is the internet gateway. IGW is an Amazon object. You will be able to create using UI. 
 

 
  



Creating an Internet Gateway 

 
The Internet Gateway – provides bi-directional communication to/from the internet. 
 

 
 
Internet gateway opens door to both way traffic. We have opened stuff from routing point of view. We 
did not open anything yet from security point of view. 
 
However, we need to use security to stop traffic that we do not want.  
Two types of security 

1. NAC (Network Access Control) 
2. Security Groups 



One Good Approach to provide security 
Two layer security. 
First layer, only web-servers that can be accessed on port 80 from the internet. 
2nd layer, backend services such as databases that can be only accessed from the first layer – not from the internet 
 

 
 
First layer – security configuration  for web-servers. 
Two entries. One for IPv4, another for IPv6 
 

 
 
  



2nd layer security 
Allow the first layer security group to access the backend services 
 

 
 
Though we can close the data communications (to the internet or not) completely using Security 
Groups. You might want to use routing level blocking as well for different reasons. 
 
Modify Route Tables to control Internet Access 
 

 
 
  



Provide internet access to the private subnet through NAT.  
 
However, they (private subnets) cannot be accessed from the internet. 
Private subnets can access internet through the NAT gateway. NAT gateways will be in the public 
subnet. On private subnet routing table, give a route where destination is the internet (0.0.0.0/0) and 
target is the NAT. NAT will not be a single point of failure (Amazon will take care of high availability of 
NAT) 
 

 
 
  



 

 
 

 
 

 
 

 
 
  



The following image is showing, 3 steps out of 4 in VPC peering.  
3rd step is the routing adjustment. 4th step is the Security Group Adjustment. 
 

 
 
 
 
  



3rd step of VPC peering – create route table entries. 
 

 
 
Security Groups and VPC Peering 
When VPC peering is established, one VPC can use the security groups of another VPC. 
In the image, Blue security group can be configured to use the Orange security group 
 

 
 
 
  



Inter Region VPC 

 
 

 
 
  



 

 
 
AWS VPN 
Create end points on both sides. 
Customer Gateway – On Prem Side 
Virtual Private Gateway on the AWS side 
Connect using IPSec Tunnels 
 

 
 
Configuring AWS VPN

 



 
Propagated table/column might show BGP or similar when BGP is configured. 
 
VPN is over the internet.  
 
AWS direct connect is the another approach and technically better approach. 
 
One of Multiple approaches of AWS Direct Connect. Direct connect Gateway can even be 3rd party 

 
 
Approach 2: Connects multiple AWS regions 

 
 
  



3rd approach – when data centers are in different locations – we might want to use multiple AWS 
direct connect gateways 
 

 
 
 
AWS Direct Connect – Allowed Traffic Flows for the 3rd approach 
 

 
 
  



Not Allowed – Traffic Flows 

 
 
Use Both approaches of On-Prem connection  
use VPN as a backup. Tools are there for fail-safe and switching 
 

 
 
 
  



At this point – we have established – the network model we aimed at 

 
 
So the network model is there. Now, how do you connect to and use different services. 
Some services run inside VPC such as RDS, Elastic Load balancers. Many run outside such as S3, 
DynamoDB 
 
Accessing AWS services from VPC 

 
 
  



RDS service and Load Balancer: AWS Service Access from VPC Example 
Note: there are multiple availability zones 
 

 
 

 
 
 
 
  



Access External AWS services from your VPC 
Use external AWS services from your VPC when you have an IGW (Internet Gateway) 
If you do not have IGW, you can use AWS endpoints (example will be coming). AWS endpoints in general 
have some advantages over IGW. 
 

 
 
Access external (to your VPC) services using Endpoint (first type, there is another type of Endpoint) 
 

 
 
One advantage of Endpoint (over IGW), it keeps track of the dynamically changing S3 bucket IP 
addresses 

 
  



Endpoint Entries 
 

 
 
IAM Policies at the End Point Level 
Another Advantage of Endpoint: you can apply IAM policies both at the Endpoint level and S3 bucket 
(external service) level 
 

 
 
  



Interface VPC endpoints 
 

 
 
 
Interface VPC Endpoints  
Notice the newly created network interfaces inside availability zones. These provides high availability 
Interface endpoints use Privatelink technologies. Using this technology, you can offer your own Services. 
 

 
 
  



Privatelink and External (external to AWS) services using Interface Endpoints 
 

 
 
  



 

 
 
It’s not about traffic and packets but about Meta Data 

 
 
Where to enable VPC flow Logs 
 

 
 
  



VPC Flow log data and what do they mean 

 
 
 
Misc AWS 
 

 
 



 
 
Time Sync Service 

 
 


