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Traditional On-Premise Networks
Data centers have applications inside them.
Data centers are connected to each other with Fiber (when required)

Data centers are connected to the corporate environment using VPN and WAN
You can provide internet access to the data centers when required (with proper security)

i Fibar

Traditional Network

VPN




Traditional On-Prem Network with Internet Access

Traditional Network

Applications ‘ Applications

Similar network model implementation on AWS Platform

Data center concept is replaced with VPC
VPCs are connected with VPC Peering
AWS Direct connect and VPN/VPG are used to connect to on-premise.

AWS Network
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Applications Applications
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VPC, Region, Availability Zones, Subnet, Elastic Computing (EC2) Cloud

e Deploy your VPCs/Data Centers in one of 18 Regions of AWS (Do not confuse, Regions and
Availability Zones)

e Then use Availability zones for High Availability and Disaster Recovery. Availability Zones are
independent of each other

e Create subnets inside Availability zones

e Inside subnets create/place your EC2 instances

e EC2 = Virtual Servers
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Steps to Connect VPCs to the Internet

Creating an Internet-connected VPC: Steps
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— Choosing an IP address range

IP Address Range that we will use in this example
Classless Inter-Domain Routing.: CIDR
16 bit is the network address

CIDR notation review

CIDR range example:

172.31.0.ojl8
IGICNNIGENEERINNIN cooo 0000 0000 0000

Choosing an IP address range for your VPC

172.31.0.0/16




How to choose an IP Address Range
Use a long range (16 bit network address), and avoid overlap with other networks that you might want
to connect to

Choosing an IP address range for your VPC

Avoid ranges that overlap with
other networks to which you
might connect.

172,91.0:0/16

Recommended: Racon NHEE ded

RFC1918 range

How to assign IPv6 IP address range

Configure to use IPV6. However, you do not need to manually assign. IPv6 will be assigned
automatically.

Subnet mask in the image 56 bit

The EC2 instance will communicate using IPv4 or IPV6 address depending on the env.

IPv6 in Amazon VPC — Dual-stack

v
172.31.0.0/16

2001:db8:1234:1a00::/56

Amazon Global Unicast
Addresses (GUA) -
Internet Routable

Associate an /56 IPvE CIDR
(Automatically allocated)




VPC subnets and Availability Zones

Availability zones in a Region

172.31.0.0/186

Subnets and Availability Zones with IP address Ranges
Note: 24 bit mask. Networks: 172.31.0, 172.31.1, 172.31.2

172.31.0.0116




xpand your existing Amazon VPC

Extend IP address range or
Extend to an additional Availability Zones

Problem Case:

Initial VPC CIDR:

Solution:
Go to VPC and ask for another CIDR range. Use the new CIDR range in the new Availability zone.

Initial VPC CIDR:

ditional VPC




VPC subnet recommendations

( /
/16 VPC (65,536 addresses) @

Expand your VPC when necessary
At least /24 subnets (251 addresses)

Use multiple Availability Zones per VPC through multiple
subnets

Routing in your VPC

Route tables contain rules for which packets go where
Your VPC has a default (main) route table

But, you can assign different route tables to different
subnets




Main Route Table

Traffic destined for any VPC IP range will stay inside that VPC.
When destination is outside, the packets will drop.

To send packets to outside, we need to create an Internet Gateway.
And then create another route table entry here

Create Route Table Delete Route Table

Q »
Homao =  Route Tabie D Explicitly Associot- Mainm VL
i rth-04 304kl 0 Subnats ¥ag VITAIART (177 310 0i1El
Traffic destined for my VPC
rib-04304e81 stays in my VPC
Saimimany
Cancal Destination Targej
Oestinscion | 172.31.0.0/16 local

Add ancther routs

Igw in the image is the internet gateway. IGW is an Amazon object. You will be able to create using UI.

Create Route Table Delete Route Table

verything that isn't destined for the VPC:
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Creating an Internet Gateway

Internet gateway

Q b
Hoam

Igw-33TEETER Send packets here if you want

—_ them to reach the Internet
Summary

I igw-J3TECTEE Anached VIRC I0:

State: at Attachment state:

Internet gateway opens door to both way traffic. We have opened stuff from routing point of view. We
did not open anything yet from security point of view.

However, we need to use security to stop traffic that we do not want.
Two types of security

1. NAC (Network Access Control)

2. Security Groups



One Good Approach to provide security

Two layer security.

First layer, only web-servers that can be accessed on port 80 from the internet.

2" layer, backend services such as databases that can be only accessed from the first layer — not from the internet

Allow only “MyWebServers

First layer — security configuration for web-servers.
Two entries. One for IPv4, another for IPv6

Security groups example: Web servers
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2" layer security
Allow the first layer security group to access the backend services

Security groups example: Backends

LF]

Haimie (eroa 1 Giniip Hame ] [hae Fijsan
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Allow application traffic
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Though we can close the data communications (to the internet or not) completely using Security
Groups. You might want to use routing level blocking as well for different reasons.

Modify Route Tables to control Internet Access

Routing by subnet

VPG Has route to Internet

e
2 o - |
I i

public subnet

A Has no route to Internet

private subnel




Provide internet access to the private subnet through NAT.

However, they (private subnets) cannot be accessed from the internet.

Private subnets can access internet through the NAT gateway. NAT gateways will be in the public
subnet. On private subnet routing table, give a route where destination is the internet (0.0.0.0/0) and
target is the NAT. NAT will not be a single point of failure (Amazon will take care of high availability of
NAT)

Outbound-only internet access: NAT gateway
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Public IF; 54.161.0.39
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Destination  Target

‘

I o
AT B

MNAT gateway

private subnet public subnet




Inter-VPC connectivity:

1I'|,

/PC peering
Example VPC peering use:

Shared services VPC

10.2.0.0416

VPG

172 18.0,0M06

10.4.0.0016

» Common/core services
«  Authentication/directory
«  Monitoring
= Logging
*  Remote administration

*  Scanning




The following image is showing, 3 steps out of 4 in VPC peering.
3" step is the routing adjustment. 4" step is the Security Group Adjustment.

Establish a VPC peering: Create a route

172.31.0.0/186

Initiate peering
request

Accept peering
request




3 step of VPC peering — create route table entries.

Establish a VPC peering: Create a route

VPG VPC
172.31.0.0/16 10.55.0.0/16

Destination Target Status  Propagated
172.31.0.0116  local Active Mo

0,00 v pw-33TheTE Actne Ma
10.55.0.0/16

192.168.0.0M16

Traffic destined for the peered VPC
~should go to the peering

Security Groups and VPC Peering
When VPC peering is established, one VPC can use the security groups of another VPC.
In the image, Blue security group can be configured to use the Orange security group

Security groups across peered VPCs

Ve VRS
172.31.0.0/16 10.55.0.0/16

w
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VPC Peering
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Inter Region VPC

Inter-Region VPC Peering

eu-west-1 (Ireland)

Some notes...

Inter-Region VPC Peering encrypts with no single point of

failure or bandwidth bottleneck

Traffic using Inter-Region VPC Peering always stay




Connecting to on-premises networks:

AWS Virtual Private Network

and AWS Direct Connect

AWS VPN

Create end points on both sides.
Customer Gateway — On Prem Side
Virtual Private Gateway on the AWS side
Connect using IPSec Tunnels

AWS VPN basics

172.31.0.0/16" . 192.168.0.0/16

Virtual - -
rli rl;. Private Customer™ —
Gateway Gateway
® = o

vy

Two IPSec tunnels

Your networking device

Configuring AWS VPN

AWS VPN basics

172.21.0.0/16

Destination Target Status  Propagated = —
Customer
172.31.0.0/116  local \Clive C Gateway

0.0.0.0/0 aw-3376cTEE B-lrve t ‘ﬁ.
ay

unnels

10.55.0.0M16

192.168.0.0/16

Traffic destined for the VPN/Direct
Connect via the VGW




Propagated table/column might show BGP or similar when BGP is configured.

VPN is over the internet.

AWS direct connect is the another approach and technically better approach.

One of Multiple approaches of AWS Direct Connect. Direct connect Gateway can even be 3" party

AWS Direct Connect Gateway

EU-WEST-1
172.31.0.0/16

= 192.168.0.0/16

Direct Connect
Gateway

Approach 2: Connects multiple AWS regions

Direct Connect
Gateway



3" approach — when data centers are in different locations — we might want to use multiple AWS
direct connect gateways

AWS Direct Connect Gateway

Direct Connect
Gateway

AWS Direct Connect — Allowed Traffic Flows for the 3™ approach

Direct Connect Gateway—traffic flows




Not Allowed — Traffic Flows

Direct Connect Gateway—traffic flows

Use Both approaches of On-Prem connection
use VPN as a backup. Tools are there for fail-safe and switching

AWS VPN and AWS Direct Connect

Both allow secure connections between
your network and your VPC

VPN is a pair of IPSec tunnels over the
Internet

AWS Direct Connect is a dedicated line with
lower per-GB data transfer rates

For highest availability: Use both




At this point — we have established — the network model we aimed at

AWS Network - Progress

WPC Peari Nl

Applications Applications

So the network model is there. Now, how do you connect to and use different services.
Some services run inside VPC such as RDS, Elastic Load balancers. Many run outside such as S3,
DynamoDB

Accessing AWS services from VPC

AWS Services

ide of the VPC Outside of the VPC




RDS service and Load Balancer: AWS Service Access from VPC Example
Note: there are multiple availability zones

Example: Amazon RDS Database in your VPC

172.31.1.0024

AL A

172.31.0.0M186

Example: Application Load Balancer in your VPC

172.31.0.0M16




Access External AWS services from your VPC

Use external AWS services from your VPC when you have an IGW (Internet Gateway)

If you do not have IGW, you can use AWS endpoints (example will be coming). AWS endpoints in general
have some advantages over IGW.

Amazon S3 and your VPC

S3 bucket

172.31.0.016

Access external (to your VPC) services using Endpoint (first type, there is another type of Endpoint)

53 bucket

172.31.0.0186

One advantage of Endpoint (over IGW), it keeps track of the dynamically changing S3 bucket IP
addresses



Endpoint Entries

VPC Endpoints: Amazo e

53 bucket

172.31.0.0M186

IAM Policies at the End Point Level
Another Advantage of Endpoint: you can apply IAM policies both at the Endpoint level and S3 bucket
(external service) level

|AM policy for VPC Endpoints

172.31.0.0M186




Interface VPC endpoints

Interface VPC Endpoints

[T

Ty

Interface VPC Endpoints
Notice the newly created network interfaces inside availability zones. These provides high availability
Interface endpoints use Privatelink technologies. Using this technology, you can offer your own Services.

AWS PrivateLink for AWS Services

172.31.1.0¢24 l

Privabe B
ireaiia

172.31.2.0/24 | .

=

AZ B 1.1:.1'"1 EC2 APls

172.31.0.0M16




Privatelink and External (external to AWS) services using Interface Endpoints

AWS PrivateLink for Customer & Partner Applications

Customers €Al 4. Vanguard @ ftwille  TIE( #

ot e

and

partners  APPOYNAMICS @ @Epedic o A (raqua @aesco




VPC Flow Logs:

VPC traffic metadata in Amazon
CloudWatch Logs

It’s not about traffic and packets but about Meta Data

VPC Flow Logs

' Visibility into effects of
‘ - security group rules

\—ﬂ Troubleshooting network
r. 172.31.2.024 ] connectivity
‘ r. Ability to analyze traffic

\ 172.31.0.0116
Where to enable VPC flow Logs

VPC Flow Logs: Setup




VPC Flow log data and what do they mean

VPC Flow Logs data in CloudWatch Logs

Time [UTE -04:00) MEssage

Misc AWS

On-Instance Networking Improvements




Instance Bandwidth Limits




